Can Chinese legislation on informational privacy benefit from European experience? by Zhang, Kunbei
 
Cover Page 
 
 
 
 
 
 
 
 
The handle http://hdl.handle.net/1887/28739 holds various files of this Leiden University 
dissertation. 
 
Author: Zhang, Kunbei 
Title: Can Chinese legislation on informational privacy benefit from European experience? 
Issue Date: 2014-09-16 
??9 L2/2?HM/?2 ?K2M???BM;
?Q?/2M ;2?Q?/2M K2? D??B/B?+?2 2M +?H???2H2 MQ?K2M- FQ??QK
;2/?; /? #2???? B? 2M KQ2? ?BDM M;2H22?/X .B? B? #BD?QQ?@
#22H/ M/2?? ?QQ? /2 ?Q+BH2 ?2?2M?+?TT2M ??BM ?22HH ;2@
?Q+?? ?Q?/? M? F2MMB? Q?2? K2+?MB?K2M /B2 ?2? K2M?2HBDF
F2??2;2/?; UQQF QM/2?#2????V F?MM2M ????2MX AF K22M /? 22M
?2?;2?2? ?M?B? #2B/2 ?2?2M?+?TT2HBDF2 T2??T2+?B2?2M KQ2?
?Q?/2M ;2śM7Q?K22?/- HB27?? +QM?B??2M? BM;2F/2?/X AF K22M /?
+QKTH2?B?2B????2Q?B2 ?Q?M BMF/2?BM; FM #B2/2MX
>2? #22H/ ?M ?2? QM/2??2?T ?M /2 ?2?;2?BM; BM?F2 ;2@
;2?2M?#2?+?2?KBM; H? 22M *? B? 22M ?QQ??/??2M/2 BM TH??
?M 22M ?QH?QQB/2 +QM????+?B2X PM/MF? ?2? 72B? /? QM?2 BM?B+?@
?2M BM /2 *?@??2Q?B2 ?B+? BM 22M ??? ?M 2?QH??B2 #2?BM/2M-
?2##2M /2 BM?TMMBM;2M ?Q? M? ?Q2 H ;2/B2M/ QK ?2? #2;?BT ?2
?2?/B2T2M ?M /2 ?2H2 T?Q#H2K2M /B2 /2 ?2?;2?BM; BM?F2 ;2;2@
?2M?#2?+?2?KBM; #2KQ2BHBDF2MX 1M ?BD ?2##2M ;2?2?F? H? F?B?B@
?+?2 7+?Q? QT 22M M?H 7Q??2M ?M /2 ??B/B;2 ;2;2?2M?#2?+?2?@
KBM;??2??2MX >2? B? ?2;2M /2?2 +??2?;?QM/ /? BF ?2??+?? /?
/2 ?2;?H2?BM; ?M ;2;2?2M?#2?+?2?KBM;?B?2K? FM ;M T?Q??2@
?2M ?M /2 BM7Q?K?B2 /B2 FM ?Q?/2M ?2?F?2;2M /QQ? ?2 FBDF2M
/QQ? /2 #?BH ?M /2 *?@??2Q?B2X
+FMQ?H2/;2K2M??
)RUHPRVW , ZRXOG OLNH WR WKDQNP\ VXSHUYLVRUV 3URI $HUQRXW 6FKPLGW
DQG 3URI *HUULW-DQ =ZHQQH IRU SURYLGLQJ PH ZLWK WKH RSSRUWXQLW\
WR FRPSOHWH P\ 3K' WKHVLV DW /HLGHQ 8QLYHUVLW\ $HUQRXW LV RQH RI
WKH VPDUWHVW SHRSOH , NQRZ +LV ZD\ RI UHVHDUFK LV GULYHQ E\ SXUH
FXULRVLW\ RI WKH UHDO ZRUOG ,Q WKHVH \HDUV KH KDV GHYRWHG PRVW RI KLV
HQHUJ\ WR H[SORUH WKH &$6WKHRU\ QHYHU EHLQJ GLFWDWHG E\ RXWVLGH
IRUFHV , OHDUQ D ORW IURP KLP QRW RQO\ NQRZOHGJH EXW DOVR WKH VFL
HQWLILF DWWLWXGH WR EH DQ LQGHSHQGHQW LQWHOOHFWXDO DQG WR HQMR\ EHLQJ
DQ DXWRQRPRXV H[SORUHU RI WKH WUXWK , KRSH WKDW , FRXOG EH DV OLYHO\
HQWKXVLDVWLF DQG HQHUJHWLF DV \RX
, HVSHFLDOO\ ZDQW WR WKDQN 3URI =ZHQQH ZKRVH VXSSRUW DQG
JXLGDQFH PDGH P\ WKHVLV ZRUN SRVVLEOH , DP YHU\ JUDWHIXO IRU KLV SD
WLHQFH PRWLYDWLRQ HQWKXVLDVP DQG LPPHQVH NQRZOHGJH LQ GDWD SUR
WHFWLRQ WKDW WDNHQ WRJHWKHU PDNH KLP D JUHDW VXSHUYLVRU
, IXUWKHU WKDQN WKH PHPEHUV RI P\ GHIHQVH &RPPLWWHH IRU WKHLU
GLUHFWLRQ GHGLFDWLRQ DQG LQYDOXDEOH DGYLFH DORQJ WKLV SURMHFW , HV
SHFLDOO\ H[SUHVV P\ GHHS DSSUHFLDWLRQ WR 3URI YDQ GHU +RI DQG 'U
6FKHUPHU IRU VKDULQJ WKHLU NQRZOHGJH ZLWK PH
, ZDQW WR WKDQN SUHVHQW DQG SDVW PHPEHUV RI H/DZ )UDQNH -DQ
-DDS 0DUWLMQ 5DPRQD &DUO DQG DOO RWKHUV IRU KHOSLQJ PH WR JHW XVHG
WR WKH 'XWFK FXOWXUH IRU VKDULQJ WKHLU NQRZOHGJH IRU SURYLGLQJ D
JUHDW ZRUN HQYLURQPHQW DQG IRU WKHLU KHOS DQG FKDWV , ZLOO IRUHYHU
EH WKDQNIXO WR )UDQNH IRU EHLQJ VXSSRUWLYH WKURXJKRXW P\ WLPH KHUH
7KDQN \RX DOO )RU WKH QRQVFLHQWLILF VLGH RI P\ WKHVLV , ZDQW WR WKDQN
<H 'DQ <XDQ<XDQ <L )DQ ;LDR ;LDQJ 7LQJ 6L -LH :HL <DMLH DQG
DOO RWKHUV <RXU FRQVWDQW DQG XQZDYHULQJ VXSSRUWV DUH WKH VXQVKLQH
ZKLFK KHOSV PH WR RYHUFRPH WKH EDG ZHDWKHU LQ WKH 1HWKHUODQGV
, DP HVSHFLDOO\ WKDQNIXO WR P\ SDUHQWV WKH\ DUH WKH XOWLPDWH UHD
??? +FMQ?H2/;2K2M??
VRQ IRU ILQLVKLQJ WKLV SURMHFW 7KHUH DUH QRZRUGV WR FRQYH\ KRZPXFK
, ORYH WKHP DQG DSSUHFLDWH WKHLU XQFRQGLWLRQDO ORYH DQG XQGHUVWDQG
LQJ 7KHVH SDVW VHYHUDO \HDUV KDYH QRW EHHQ DQ HDV\ ULGH ERWK DFD
GHPLFDOO\ DQG SHUVRQDOO\ , WUXO\ WKDQN WKHP IRU VWLFNLQJ E\ P\ VLGH
HYHQ ZKHQ , ZDV LUULWDEOH DQG GHSUHVVHG 7KDQN \RX PRP DQG GDG IRU
VKRZLQJ IDLWK LQ PH DQG JLYLQJ PH OLEHUW\ WR FKRRVH ZKDW , GHVLUHG
, FRQVLGHU P\VHOI WKH OXFNLHVW LQ WKH ZRUOG WR KDYH VXFK D ORYLQJ DQG
VXSSRUWLYH IDPLO\ VWDQGLQJ DURXQG DQG EHKLQG PH
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WKLV GLVVHUWDWLRQ
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FRPH WKH LQFRPSOHWHQHVV RI GDWD SURWHFWLRQ ODZ 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&KDSWHUV  RI WKLV GLVVHUWDWLRQ
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(?) 7R PDNH WKH ODZ VXFFHVVIXOO\ FRHYROYH ZLWK WKH G\QDPLFV
RI LWV VXEMHFW PDWWHU UHTXLUHV WKH H[LVWHQFH RI FRQGLWLRQDO
IHHGEDFN ORRSV EHWZHHQ WKHP 7R GRPHVWLFDWH WKH EHKDY
LRUDO GHYLDWLRQV IURP WKH ODZ
V JRDOV WKDW WKHQPD\ HPHUJH
EHFRPHV D FRPSOH[ DIIDLU (IIHFWLYH GRPHVWLFDWLRQ GH
SHQGV RQ WKH HIIRUWV WKH ZLVGRP DQG WKH FDSDELOLWLHV RI
SROLF\PDNHUV :KHQ SROLF\PDNHUV RSHUDWH ZLWK WKH LQ
VWUXPHQWDWLRQ RI WUDGLWLRQDO GHPRFUDFLHV DQG WKH YRODWLO
LW\ RI WKH VXEMHFW PDWWHU RXWSDFHV WUDGLWLRQDO GHPRFUDWLF
UHVSRQVLYHQHVV UHJXODWRU\ DJHQF\ HJ ZLWK UHJXODWLQJ
DXWKRULWLHV EHFRPHV DQ RSWLRQ &KDSWHUV   DQG  RI
WKLV GLVVHUWDWLRQ
(3) 3URSRVLWLRQ  DOVR FRYHUV WKH FRHYROXWLRQ RI (8 GDWD SUR
WHFWLRQ ODZVZLWK WKH G\QDPLFV RI LWV VXEMHFWPDWWHU &KDS
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(N) 7R UHVHDUFK LV VKRUWKDQG IRU WR VHDUFK VHDUFK VHDUFK VHDUFK
DQG VHDUFK DJDLQ
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.XQEHL =KDQJ ZDV ERUQ LQ &KLQD RQ  'HFHPEHU 
$IWHU FRPSOHWLQJ KHU %DFKHORU 'HJUHH LQ /DZ DW WKH 6RXWK
ZHVW 8QLYHUVLW\ RI 3ROLWLFDO 6FLHQFH DQG /DZ LQ 
VKH ZRUNHG DV D ODZ\HU LQ WKH *XR+RQJ (OHFWURQLF &RP
SDQ\ ,Q  VKH FRQWLQXHG KHU OHJDO VWXGLHV DW WKH 7ULQ
LW\ &ROOHJH LQ 'XEOLQ 6KH JUDGXDWHG ZLWK D //0 GHJUHH
LQ  ,Q 2FWREHU  VKH MRLQHG HODZ#/HLGHQ RI
/HLGHQ 8QLYHUVLW\ DV D 3K' UHVHDUFKHU 6KH FXUUHQWO\ KDV
VHYHUDO SXEOLFDWLRQV XQGHU UHYLHZ DPRQJZKLFK CC,QFRP
SOHWH 'DWD 3URWHFWLRQ /DZ

 ZKLFK LV DQ DGDSWDWLRQ RI
WKLV ERRN
V &KDSWHU  ZLOO EH SXEOLVKHG LQ WKH 6HSWHPEHU
 LVVXH RI WKH *HUPDQ /DZ 5HYLHZ )RU WKH LPPHGL
DWH IXWXUH .XQEHL =KDQJ GHFLGHG WR SXUVXH KHU VFLHQWLILF
FDUHHU LQ &KLQD
